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Especially, Galileo provides search and rescue service including return link 
service which is very helpful for mitigation of critical false alerts and for 
efficient utilization. Global navigation Satellite system Agency (GSA) 
announced Galileo/SAR is operational on the 6th day of April in 2017 and the 
date meant COSPAS SARSAT frequency band, 406 MHz. Galileo. SAR will 
make the breakthrough for worldwide search and rescue without limitation like 
coverage, independent localization of distress people, false alerts and so on. We 
are considering utilization of COSPAS SARSAT for military search and rescue 
system by using national user field as other countries do.

In this paper, we introduced an improved method to protect the search and 
rescue signal of COSPAS-SARSAT system and a protocol that can maintain a 
stable security system between the people in distress and the rescue 
organization using the Galileo search system return link. The message of 
COSPAS SARSAT has 112 bits short and 144 bits long message formats. 
Long message format was used for better precision position information for 
the people in distress and increased security capability. Encryption was 
applied to data for national use area bits including encryption key information 
as shown in Figures 1&2 as follows, national use areas ,40~85 bits and 107 ~ 
132, are merged as one message; merged message is encrypted with the 
algorithm; and then split into two pieces as the original sizes; placed original 
location as shown in Figure 1. 

Figure 1. National User Protocol message format and data fields
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The Design based on (COSPAS SARSAT, 2012 A & B, 2013, and 2016) in this 
paper had been done with considerations such as protection of user location 
information, minimization of the impact when a user beacon is lost or stolen, 
and mitigation of security risks for long-term use of the device. Also, the 
backward compatibility of the existing COSPAS SARSAT and LTE as 
constraints has been taken into account.

 

Figure 2. Encryption/Decryption by 128 bits AES/CFB & Key management
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Encryption key management and beacon remote control from (FIPS, 2001, 
Menezes et al, 1996, IEEE, 2007, Stallings, 2011) was applied by using Galileo/
SAR return link message with data encryption method as Advanced Encryption 
Standard/Cipher FeedBack (AES/CFB) stream as shown in Figure 2. The 
beacon and the MCC share the permanent key. Encryptions and decryptions are 
performed by Initial Vector (IV) counter and reset key command is made when 
keys between beacon and Mission Control Center (MCC) are difference through 
return link message (RLM). 

Figure 3 shows return link message format and command service definition for 
Galileo/SAR. Acknowledgment, command, and encryption key reset (Re-
synchronization) are implemented by 160 bits long return link message format 
to the conceptual study. Figure 3 shows that red dot line depicts how beacon 
control and encryption can be applied to the MSAR through return link message 
as acknowledgment and command services within COSPAS SARSAT modeling 
and simulation software. 

Figure 3. Return link message format and command service for Galileo/SAR
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3	LTE PROTOCOL

Despite EU and other GNSS contributor’s efforts, maximum numbers of 
operational beacons are limited due to limited frequency band allocation for the 
COSPAS SARSAT service. Therefore, we include LTE link as terrestrial search 
and rescue link with encryption/decryption in order to resolve the restriction and 
mitigate the burden of the COSPAS SARSAT.

The LTE network is a rapidly expanding communication network and provides 
a high data rate of about 100Mbps. LTE entity consists of UE (User Equipment) 
that is user terminal and has a wireless interface with eNB (evolved NodeB) and 
eNB that is the base station and provides wireless interface and radio resource 
management function. Figure 4 shows the configuration and architecture of LTE 
(Basic, 2013).

Figure 4. Configuration and architecture of LTE

Scheme and design of Encryption. LTE networks have a very complicated 
network structure and provide their security mechanisms. We used AES 256 bits 
with IPSec protocol for LTE to have an additional security mechanism. This 
security mechanism is for user terminal control, MCC encryption message 
processing, and encryption key management through return link with encryption. 
The attack scenario for an LTE network assumes that an attacker is not 
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monitoring an unspecified number of terminals, but instead analyzes the signal 
transmitted to the MCC and tracks the location of the terminal sending the 
search and rescue signal.

4	 IMPLEMENTATIONS

MSAR (Military Search and Rescue) M&S (Modeling and Simulation) tool 
consists of modeling and simulation software of COSPAS SARSAT and LTE 
with Ethernet of LTE modem for search and rescue links as shown in Figure 5, 
respectively.

Figure 5. Simulation Window for Distress Signal in MSAR M&S

Figure 6 show user interface window that MCC provides beacon selection for 
location, communication link selection for COSPAS SARSAT, and LTE, beacon 
control, encryption and decryption including crucial reset, received beacon 
information, and finally, data log for the simulation.
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Figure 6. Simulation Window for Distress Signal in MSAR M&S

Figure 7. Verification of Encryption and decryption process
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Figure 7 shows that the encryption and decryption flow for security-enhanced 
search and rescue by COSPAS SARSAT and the AES/CFB decrypted distress 
message by MCC side is identical with distress message generated by beacon 
side. This the procedure through LTE link showed the same test result with 
COSPAS SARSAT link.

5	OPERATION OF MSAR

Operation concept for Military Search And Rescue (MSAR) is proposed as 
shown in Figure 8. It reflects threat level, a burden to COSPAS SARSAT in the 
sense of limitation on channel allocation and assigned frequency band. For 
operation in peace, the MSAR may use terrestrial LTE network as the primary 
link for distress signal and its return link and will use COSPAS SARSAT link 
when terrestrial LTE link is not available like shadow area of LTE after several 
times watch-dog timer like trials without any acknowledgment from MCC. For 
the operation in war, COSPAS SARSAT link may be the primary link and its 
return link and terrestrial LTE link will be the secondary link and will be its 
return link when return link does not provide acknowledgment from MCC.

Figure 8. Operation Concept for MSAR
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6	CONCLUSIONS

Security-enhanced COSPAS SARSAT system was proposed by national user 
protocol using encryption. In order to reduce a burden to COSPAS SARSAT, 
AES 256 bits for LTE was used for the encryption algorithm with IPSec 
protocol. Return link message format was utilized for implementation of 
acknowledgment, command and encryption key reset (Re-synchronization) for 
the both COSPAS SARSAT and LTE protocols. Security-enhanced military 
search and rescue system by COSPAS SARSAT and LTE with encryption was 
designed and implemented. Its functioning demonstrated through software 
Modeling & Simulation (M&S) MSAR SW with LTE modem and Ethernet link 
and verified. If it is realized as a real system, burden to COSPAS SARSAT 
under over-crowded beacons can be mitigated. The security-enhanced COSPAS 
SARSAT will be studied using Universal Software Radio Peripheral (USRP) by 
considering new Code Division Multiple Access (CDMA) signal for future 
work for more realistic implementation. 
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ABSTRACT

The solution of linear least squares system requires the solution of over-
determined system of equations. For large dense systems that requires 
prohibitive number of operations. We developed a novel numerical approach 
for finding an approximate solution of this problem for the problems when 
system matrix is of a dense type. The method is based on Fourier or Hartley 
transform although any unitary, orthogonal transform which concentrates 
power in a small number of coefficients can be used. This is the strategy 
borrowed from digital signal processing where pruning off the redundant 
information from spectra or filtering of selected information in frequency 
domain is the usual practice.

Key words: algorithm, modeling, numerical Simulation
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1	 INTRODUCTION 

The solution of a system of linear equations is one of the most widely used 
methods in scientific computing. In the case of dense systems the order of 
magnitude N3 multiplications is required (N is dimension of a square matrix). 
The linear least squares method requires solution of overdetermined system of 
equations through some of decomposition methods. Because the least squres is 
one of the most used methods in data processing and data sets are becoming 
progressively bigger, it is of interest to speed up the calculations.

This paper extends the previous work (Jeričević and Kožar, 2005) and (Jeričević 
and Kožar, 2015) in which we developed a framework for efficient linear least 
squares problems. We also supplement previous analysis with illustrative example 
with various levels of approximation. Some equations developed previously 
(Jeričević and Kožar, 2013) are briefly repeated here as final results without the 
details. The basic idea of constructing the approximate solutions for large, dense 
systems using the Fourier or Hartley space representation remains the same.

2	COMPUTATIONAL FRAMEWORK

The Fourier transform of data matrix A is formally done by premultiplication 
with the Fourier matrix. However, in actual computations FFT is used whenever 
possible. 

b = Ac	 (1)

For overdetermined system, the Fourier transform is applied on column vector b 
and columns of matrix A representing a system of linear equations Equation (1). 
Prior to applying the transform, the vector b and matrix A have to be rearranged 
(obeying the rules of linear algebra) in such a way that transform has as compact 
representation as possible. That would concentrate the energy in the Fourier 
transform in smallest number of frequencies.

Fb = FAc	 (2)

To avoid computations with complex numbers in the case of real systems the 
Hartley transform (Bracewell, 1986) is used. After the transformation the system 
(2) is of the same size as original system but it could be pruned down by deleting 
rows containing “insignificant” information, yielding the smaller system. 
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The convergence proof is done using normal equations formalism (premultiplying 
the system of equations with the transpose of matrix A). Matrix Bp is pruned 
approximation of B based on the most significant frequencies. Solving the model 
system will yield the approximate solution of original system Equation (1). The 
approximate solution (c+δc) is different from true solution c for difference vector 
δc. It is important to show how difference vector behaves depending on truncation 
of matrix Bp. The equation (3) shows that requirement for convergence on R is 
that it should be a contraction mapping: its eigenvalues λi should all be non-
negative, and smaller than one. Smaller the eigenvalues are, closer (I-R)-1 is to 
identity matrix as can be seen from the limit equation (3) and consequently closer 
Bp

-1 is to B-1. The matrix Q contains eigenvectors of matrix R.

3	COMPUTATIONAL EXAMPLE 

The synthetic data with superimposed random, Gaussian distributed noise using 
levels 0%, 1%, 5%, 10% and 20% absolute error was used in testing the algorithm. 
The problem was determination of polynomial coefficients from series of points 
containing pairs of values for independent (x) and dependent f(x) variable. The 
data are shown in Figure 1 and its frequency domain information in Figure 2.

Figure 1. Polynomial data with superimposed noise

f(x) = 24 – 14x – 13x2 + 2x3 + x4 = 0
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Figure 2. Polynomial data with superimposed noise shown in frequency domain. 
Note the domination of high frequencies by noise while lower frequencies (more 
intensive) are stable. Nyquist frequency is in the middle of the plot. The curves 

from bottom up are: no error, 1%, 5%, 10% and 20% error.

Some interesting conclusions can be concluded from the Figure 3. The accuracy 
of solution vector c and restoration of vector b is fairly good even for the worst 
of computed solutions. Consequently, the backward error analysis is too 
optimistic. 

The results of forward error analysis are more realistic, but are not easy to 
compute, requiring the correct answer to evaluate an approximate one (O’Leary, 
2009). 

Approach with eigenvalues shown in equation (3) seems overly expensive, but 
to evaluate the convergence, only the highest eigenvalue is required. If it is less 
than 1, the iterative improvement will converge.
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Figure 3. Error in the solution of polynomial coefficients for various noise levels 
and different truncation lengths

Showing the sum of squared errors in solution vector as function of the number of 
frequencies used to compute the approximate solution. The curves from bottom 
up are: no error, 1%, 5%, 10% and 20% error. Solution computed using all 
frequencies is used as correct solution. The results clearly indicate that truncation 
has much smaller effect on accuracy of solution then the overall noise levels. The 
error curves are fairly flat and well separated, with only one crossover.

The above simple example illustrates the power of the truncated least squares 
approach. A simple navigation example would be the point positioning problem 
using overdetermined system of linearized pseudorange observation equations. 
The overdetermined system is the consequence of using more then four satellites 
in order to improve positional accuracy.
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4	CONCLUSION

The approximate method for a fast solution of linear least squares problems has 
been proposed. The quality of the approximation can be tested and controlled. 
We developed the equation which shows how the eigenvalues of residual matrix 
determine quality of solution and extent of corrections to be applied in order to 
approach the true solution. The proposed method offers more detailed 
assessment for the quality of solution then classical forward and backward error 
analysis. The quality of approximate solution is compared against full system 
solution and differences are found to be on the level of numerical noise. 
Numerical experiments illustrating feasibility of the method and quality of the 
approximation are presented.
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Abstract

The use of satellite systems to provide accurate Positioning, Navigation, and 
Timing (PNT) has become an essential part of life throughout the world. The 
systems have, however, vulnerabilities that can cause them to fail without 
notice. Rather than completely replacing these systems, or providing a 
complete backup system for them, it is shown that a combination of systems, 
in this case GNSS and e-Loran, can provide adequate protection against loss 
of capabilities, and can, even, provide PNT performance better than either 
system, alone.

Key words: GNSS, e-Loran, signal protection 
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Introduction

The use of satellite systems to provide accurate positioning and timing services 
on, and above, the surface of the earth has become a common feature of modern 
life. Coupled with a properly designed receiver and digital maps, precision 
navigation is possible. Many people use these capabilities for tasks as simple as 
driving an automobile from one place to another. The use of the timing feature 
of GNSS systems is, perhaps, less well-known among the general public, but it 
is as important to modern life as is the positioning capability. Communication 
systems, such as cell phones, depend on it for synchronization of signals, stock 
exchanges depend upon it for establishing trading priorities, power grids depend 
upon it to enable proper phasing of components and automated teller machines 
use it to assist in cash withdrawals. Many other uses, too many to enumerate 
here, are important, a well. Although current standards usually specify accuracy 
to within a few nanoseconds, or, even, microseconds, many important scientific 
experiments require accuracy of one nanosecond, or better. Therefore, one 
should be careful when stating requirements for timing. Today’s requirements 
should be taken as, only, minimum standards.

Because of the author’s experience, the points made in this paper will apply 
most directly to the United States GNSS system, the Global Positioning System 
(GPS), and GPS will be used instead of the more generic abbreviation, GNSS. 
The GPS has been described in detail in many places. See, for example (Misra 
and Enge, 2010). If detailed descriptions are needed, one should see (Parkinson 
et al, 2001). It is believed, though, that the methods described here will apply to 
all GNSS systems. The e-Loran system has its roots in the Loran system of 
World War II. The United States Department of Homeland Security defines 
sixteen Critical Infrastructure sectors deemed to be essential to American life 
(DHS, 2017). For some obscure reason, GPS, or, even, PNT capability, is not 
defined as critical even though almost all of the identified sectors depend, 
strongly, on this capability. I suppose, one simply dismisses the issue as a 
bureaucratic aberration, of which there are many throughout all governments.

Requirements Considerations

Specifying requirements for the accuracy of PNT using GPS has not been very 
useful. The system satellites have always been built to the limit of the available 
timing and ranging technologies, and the result has been that the requirements 
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have always represented a worst-case specification. A historical summary of 
position accuracy of the civil signal is shown in Figure 1. It can be seen that the 
2008 requirement for SPS positioning accuracy for the worst satellite 95 percent 
of the time is 7.8 meters with an equivalent rms value of 4 meters. The actual 
value achieved in 2008 was 1 meter and that error had been reduced to 0.7 
meters by 2014. It is, also, likely that there are important applications that are 
not widely known, particularly those related to classified programs.

An example from a 1991 paper by Ralph Partridge, of Los Alamos (Partridge, 
1991) is shown on Figure 2. The system used timing from a GPS satellite to fire 
an underground nuclear test at the Nevada Test site and to synchronize test 
diagnostic measurements. The time was also used to calibrate seismometers in 
the worldwide nuclear test detection network. It is interesting that the system 
was being used in 1988, well before the GPS was declared operational in 1995. 
Tests were scheduled at times when at least one satellite was in view at critical 
places.

Figure 1. The history of position accuracy for the Global Positioning System
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The Signal Issue

The GPS satellites orbit the earth at an altitude of 20,200 km. The transmitters 
broadcast a power of, approximately, 25.6 watts per navigation channel. The sig-
nal is distributed uniformly over the entire portion of the earth’s surface visible 
from the satellite. The visible area corresponds to, approximately 38 percent of the 
earth’s surface. Therefore, the signal received at the surface of the earth is very 
weak. For example, the L1 navigation channel has a typical received power of 
1.41 × 10−6 watts, or, -158.5 dBW, which is below thermal noise. While the ex-
treme importance of PNT may be not be completely recognized by the govern-
ment bureaucracy, others are addressing the problem seriously. The United States 
Congress has held hearings to define the issues and to obtain suggestions for solu-
tions (HASC, 2017). Technical and backup approaches have been suggested 
(Cameron, 2017), and the U. S. Navy has, even, reintroduced the teaching of the 
use of the sextant into navigation classes at the Naval Academy (Burke, 2016). 
Presumably, they will also reintroduce the chronometer, as well, and ships will 
carry windup chronometers. It was known for centuries, that the sextant provides 
only latitude information, and accurate time is needed to obtain longitude. 

Figure 2. An application of GPS timing used before GPS was operational

Newer satellites, such as the Block IIF satellites broadcast slightly more power 
in the L1 navigation channel. More important, the IIF satellites broadcast a new 
navigation signal on an internationally protected safety-of-life channel at a 
frequency of 1176.45 MHz. It will be shown below that the ranging signal 
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broadcast on L5 has characteristics that are more important than the additional 
power. The satellite signals all occupy the same frequencies, and they are 
separated by standard spread spectrum methods (Ipatov, 2005). It is necessary 
for a receiver to receive usable signals from, at least, four satellites 
simultaneously to calculate an accurate position and time. Fortunately, the signal 
power is, effectively, increased substantially by the process of detecting it. This 
processing gain amounts to 43 dB for the L1 signal. The L5 signal has a 
chipping rate of 10 MHz, and the data rate is 100 symbols per second. The 
processing gain is, therefore, 50 dB. The factor of 6.3 resulting from the 
additional 8 dB processing gain is significant, as will be shown below.

Signal Protection

The signals considered, here, are those of GPS and e-Loran. Physical protection 
of the sources is straightforward, if, somewhat, expensive. The e-Loran signals 
are generated by terrestrial transmitter sites and a terrestrial control center. The 
sites may require individual physical security, fulltime, but it will be assumed 
that local law enforcement services will suffice.

The GPS, also, has a terrestrial component. The control centers are located on 
well-protected United States Air Force bases, but most of the communication 
antennas used to transmit control information to the satellites, are located outside 
the continental United States. Protection of these sites is more problematic, but 
local authorities may be capable of adequately protecting them. The GPS satellites 
are protected, first, by their orbital altitude, and, second, by their hardness to 
radiation. Even if nuclear weapons were used, one per satellite would be required. 
Antisatellite weapons could, in principle, be developed to destroy the satellites, 
one at a time, but the source of an attack would be identifiable, and it is likely that 
the United States would retaliate. Of course, satellites, themselves, could fail, but 
past experience is that the satellites operate, on average, a decade, or more, and 
several simultaneous failures would be necessary to cause system failure. It is safe 
to assume that satellite failure is not a serious issue. 

Many governments have passed laws against jamming of PNT signals. The 
United States Federal Communication Commission (FCC) states on its website 
that use of a GPS jammer can result in fines of up to $100000 and, even, 
imprisonment. It seems, however, that such penalties have seldom been applied, 
and jammers are readily available on the internet.
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Interference and Jamming

Although the intent, here, is to integrate the GPS and e-Loran systems, it is 
useful to consider, first, the susceptibility of the individual systems to 
interference. Interference generated by humans with the intent of preventing the 
use of the system is, usually, identified as jamming. Although the effects may be 
similar, jamming is the process of most interest, here. Another form of 
interference, spoofing, which results in misdirecting the user, is also defeated by 
the system to be described, and a separate anti-spoofing signal will no longer be 
required. Even though governments advocate the development of backup, or 
substitute, systems for GNSS, and substantial funding has been provided for the 
development of such systems, little effort has been devoted to the enforcement 
of existing laws, an few convictions have resulted.

E-Loran Jamming

The e-Loran system operates at a low frequency of 100 kHz at high power. Studies 
have shown (Chadwick, 2006) that jamming of e-Loran signals is very difficult, 
and it is likely to require a large, and expensive, apparatus. It will be assumed, 
here, that, for practical purposes, e-Loran cannot be jammed. The signals are 
subject to atmospheric interference, but such interference is moderate, at worst, 
and will be ignored here.

GPS Jamming

The received GPS signal is, as noted above, at a power level below thermal 
noise, and it is the processing gain that enables detection. Figure 3 was taken 
from a Defense Science Board report (DSB, 2005). The report recommended 
a jamming resistance of 90 dB. It is, perhaps, useful to recognize that the 
different navigation signals have different powers and different processing 
gains.

Here two versions of jammers will be considered. The first is assumed to project 
a random noise signal uniformly over the entire frequency band covered by GPS 
signals. The band ranges from, approximately, 1164 MHz to 1577 MHz, a range 
of 413 MHz. Each navigation channel will receive an amount of power 
proportional to its bandwidth.
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A somewhat more dangerous form of jammer could radiate one-third of its 
power into each of the GPS bands, L1, L2, and L5. This form of jammer will be 
assumed as a worst case.

The Unjammable Receiver

Of course, any device that depends on the reception of radio frequency signals 
is susceptible to jamming. To designate a device as unjammable must, therefore, 
involve practical considerations. Most jammers encountered at present are 
similar to those shown in Figure 4. Jammers of this type tend to radiate powers 
in the range of 0.1 to two watts. Prices range from, approximately, $100 to $500, 
depending on output power Figure 3 shows, however, that existing receivers can 
be affected at ranges as long as several kilometers.

Figure 3. Required jamming resistance

Figure 4. GPS jammers available on the internet
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It is not safe to assume, however, that jamming technology has reached its peak. 
In the near future, it is likely that jammers having powers in the 100 watt range 
will become common, and inexpensive. But, even at 100 watts, an L-band 
transmitter can take the form shown in Figure 5, a device which weighs 50-60 
kg and has a panel over 60 cm wide. 

Figure 5. A 100 watt L-band transmitter

Figure 6. A 250 watt GPS jammer sold on the internet (JFC, 2017)

Therefore it will be assumed that a practical jammer limit in the foreseeable 
future will be 1 kW. A receiver will be identified as unjammable if it can operate 
effectively at a distance of less than 3 kilometers from a 1 kilowatt jammer, as 
recommended by the DSB. A 250 watt jammer sold on the internet, apparently 
for a price around $13000, is rack-mounted, and it has a size consistent with the 
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unit of Figure 5. A photo is shown on Figure 6. It has been shown, though, that 
jamming of GPS receivers is not a completely generic process. Niekerk and 
Cambrinck (2013) measured the jamming threshold of several commercial 
receivers by placing a jammer at a distance of 2 km from the receiver and 
varying the jammer power. The results are shown in Figure 7, which was labeled 
as Table 1 in the original document.

Figure 7. Sensitivity of various receivers to jamming from a jammer on the L1 
band at 2 km. P indicates that the receiver gave an accurate position, and NP 

indicates that no position was given.

It is clear that different receivers respond differently to a jammer. For example, 
Figure 7 shows that the Topcon GB-1000 receiver is unable to operate properly in 
the presence of a 1 mW jammer at a distance of two kilometers, while a Trimble 
ProXH operates well with a 32 mWs jammer at the same range. The jamming 
resistance appears to have little to do with the quality of normal operation.

The jamming of GPS receivers is not just a possibility in the future. South Korean 
government officials have reported significant GPS jamming emanating from 
North Korea (KH, 2016), and the Russian newspaper, Izvestia has reported that 
the Russian government is installing thousands of jammers on cellphone towers 
throughout Russia (Izvestia, 2016). Within the United States, the Economist has 
reported five to ten minutes of GPS jamming every day at the New York Stock 
Exchange (The Economist, 2013), which is dependent on GPS for transaction 
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timing. This is consistent with measurements at 40 sites, mostly in Europe, that 
have detected 124,100 jamming events from 17,000 identified jammers (GSA, 
2017), mostly in city centers. It is believed that the jammers are used by truckers 
to block their company’s attempts to track them. In spite of possible legal 
penalties, the truckers’ use of jamming is, essentially, a casual process.

Required Jamming Protection

Consider a jammer having power Pj operating at a distance R from a receiver 
and radiating uniformly. The jamming intensity at the receiver, Ij, is given by:

=  
	

(1)

The received power in each channel can be calculated by multiplying the 
intensity at the receiver by the effective area of a 0 dB antenna:

=  
	

(2)

where λ is the channel wavelength. In terms of dB relative to one watt, dBW, the 
received jammer powers for channels, L1, L2, and L5, are -80.7, -78.5, and 
-78.2, respectively. Given that the received power in channels L1 and L2 are, 
approximately, -160 dBW, and in L5, -158 dBW, it appears that the ratio of 
jammer to signal power is, approximately, 80 dB, for all channels. Thus, it 
appears that a processing gain of 90 dB is required for all three channels to 
defeat the jammer described above. If one attempts to produce 90 dB of 
processing gain by increasing the correlation time, L1 and L2 would need a 
correlation time of 1000 seconds, and L5 would require 100 seconds. While 
times as long as these could be used to track a very slow moving receiver, such 
long times are not, in general, practical. At least, a complementary tracking 
method must be used during the correlation time.

Ohlmeyer (2006) has described an ultra-tightly coupled GPS/INS system that 
enhanced jamming resistance by 75 dB. No particular detail of the system 
indicated that it had reached its limit. The elapsed time for the test was, 
approximately 230 seconds, although the starting time was, about 80 seconds, 
giving a running time of 150 seconds. If the jamming resistance of 75 dB had 
been obtained solely by increasing the correlation time, the time required would 
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have been 3.16 seconds. Although the accuracy obtained was not high, the 
jamming resistance was useful.

Petovello et al. (2008) have demonstrated an increase in the effective signal 
strength of 30 dB in carrier phase measurements with short GPS correlation 
times. The carrier phase measurement is important for achieving the best 
possible accuracy.

Next, The effects of e-Loran will be considered.

e-Loran

e-Loran is a low frequency navigation system operating at a carrier frequency of 
100 kHz. The system is well known, and its detailed specifications will not be 
given here. For reference, accuracy specifications for GPS and e-Loran are 
given in table 1, where the e-Loran values are taken from (Helwig et al, 2011), 
and the GPS values are taken from (FAA, 2014).

It appears in Table 1 that the performance specifications would lead one to 
choose GPS over e-Loran. That is true if accuracy is the primary, or only, 
consideration, and if the values given represent the best possible obtainable. 
However, the importance of PNT capabilities to modern civilization is so high 
that better performance must be required, and a continuing technology upgrade 
path should exist.

Table 1. Comparison of GPS and e-Loran performance

Spec. e-Loran GPS
Position 20 m 4 m
Time 50 ns 8 ns
Jamming Sensitivity low high

In fact, neither system, alone, provides adequate resolution in either position, or 
timing, for the future. The best position (GPS) resolution shown in Table 1 is, 
for example, inadequate for the control of driverless automobiles. It is said that 
these automobiles are soon to appear on highways. The timing resolution of 8 ns 
is inadequate for the synchronization of high speed computer networks of the 
future and for cybersecurity applications.
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Correlation Time and Anti-jam Improvements

It is well-known that the processing gain protects against noise jamming, and 
that the processing gain can be increased by increasing the correlation time. 
However, the increase occurs only if the receiver code is a true representation 
of the satellite code. The satellite navigation message is modulated onto the 
ranging code, and, therefore, the satellite pseudo-random noise (PRN) code 
will not match the receiver code, at least after the first navigation code bit. In 
the case of the C/A code, the bits can change every 20 ms. Thus, the correlation 
integration time is limited to 20 ms, which sets the correlation integration time 
to a value corresponding to the 50 Hz navigation message frequency. For an 
integration time, τ, and a chipping rate of fc, the processing gain G, is given 
by:

G = τfc	 (3)

For the 1 MHz C/A code and an integration time of 20 ms, the gain is 43 dB. If 
the navigation message were known, the true satellite code could be constructed 
inside the receiver and, in principle, the correlation integration time could be 
extended indefinitely (Ward et al, 2006). In addition to the integration time 
extension, other advantages are incurred. The receiver also produces a replica 
carrier, which is locked to a local oscillator by a Phase Locked Loop (PLL). 
Since the navigation message is modulated onto the carrier, the presence of the 
message disturbs the carrier lock. If the message were removed, a pure PLL 
discriminator could be used, and the signal tracking threshold would be 
improved by up to 6 dB.

The standard way of stripping the data message is to detect, and extract, it first 
and, then, use the extracted bit train to construct the receiver code and carrier. 
Of course, this method will not work in areas where one is attempting acquisition 
and high power jammers exist. Therefore an independent method for obtaining 
the navigation message will be described. It will be shown that the method, also, 
provides significant additional advantages.

e-Loran Messaging

From this point forward, it will be assumed that receivers of interest receive 
both GPS and e-Loran signals.
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The e-Loran system has a data channel (Helwig et al, 2011), but it is designed to 
transmit messages at the low rate of 20-50 bps. However, that low rate has been 
shown not to be the limit of loran transmission possibilities. A transmission rate 
of 250 b/s using a hybrid modulation technique was used to transmit data 
required by the FAA Wide Area Augmentation System (WAAS) in flight trials 
in Alaska where the data signals from the WAAS satellites were not reliable (Lo 
and Enge, 2002). The method worked perfectly, and the authors commented 
that: The ability to carry communication on LORAN would be of immense use 
to navigation. This author agrees completely.

Liang and coworkers have extended the hybrid modulation scheme (Liang et al, 
2012) to a point where they claim that a modulation rate of 2560 bps can be 
obtained. The rate depends on the number of Group Repetition Intervals (GRI) 
being, at least, 20 per second. The maximum rate will not be invoked below, but 
it will be assumed that a transmission of, at least, 1 kbps is possible.

Work at the U. S. Coast Guard Academy (Peterson, 2000), though, has shown 
that data rates as high as 4 kbps are possible.

The dual function GPS/e-Loran receiver will be designed, first, to receive GPS 
navigation data over the loran channel and use the data to construct navigation 
message-free PRN codes for all the GPS satellites. It will not be necessary to 
transmit a full navigation message for all satellites, separately, since much data, 
such as the almanac applies to all satellites. A transmission time of 1-2 seconds 
per satellite should be sufficient, given the system architecture described below. 
Given the work cited above, however, a time of 0.5 seconds per satellite is 
possible.

It should be noted that only the ninth pulse of the e-Loran system is involved in 
creating the integrated system. Therefore, if the entire GPS system failed, the 
e-Loran system would perform as now understood.

e-Loran System Architecture

The e-Loran system will be self-contained for the process of constructing 
messages. Each will be equipped with a GPS receiver that can collect 
information from all GPS satellites in view. Whether the entire constellation is 
covered will depend on the number, and locations, of the participating e-Loran 
stations. The stations will, also, be equipped with a Two-Way Satellite Time 
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Transfer Terminal (TWSTTR). The range information and navigation message 
for each satellite in view will be transmitted to the e-Loran control center, time 
stamped with the TWSTTR data, which will be within one nanosecond of UTC.

The control center will calculate a real time ephemeris and clock offset for each 
satellite and uses it to prepare the second part of the data message.

The data message for each satellite will be in two parts. The first part of the 
message will permit the construction of the navigation data message and the 
preparation of data-free receiver codes and carriers. The second part of the 
message for each satellite will be a current ephemeris and clock offset. it should 
be possible to prepare the data so that the ephemeris and clock information are 
no more than three minutes old. It has been found that a network of stations as 
described, which produce a real time ephemeris, can produce position errors in 
the range of 2-6 centimeters and clock errors of 0.2 ns (Sun et al, 2016). Other 
studies using an ephemeris, approximately, 15 minutes old have observed 
position errors of less than one meter (Brown et al, 2008).

Therefore, it appears reasonable to characterize the system described as producing 
position errors of 10 cm and time error around one nanosecond. Identifying the 
integrated system as GLI, for GPS-Loran integrated, Table 1 becomes Table 2. If 
necessary, the ephemeris update time can be reduced to a value as small as one 
second. The useful characteristics of the integrated system are apparent.

Table 2. Comparison of GPS, e-Loran, and GLI

Spec. e-Loran GPS GLI
Position 20 m 4 m 10 cm
Time 50 ns 8 ns 1 ns
Jamming Sensitivity low high low

GLI Jamming

It is clear that jamming sensitivity of the GLI system will be lower than for GPS 
because of the absence of the constructed navigation message in the receiver 
replica of code and carrier permitting longer correlation times, but other 
improvements should be possible, as well. It was noted above that ultra-tight 
coupling of GPS and INS systems improve jamming resistance (Ohlmeyer, 
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2006). It should be possible to construct an INS emulator using phase 
information from the e-Loran signal. Using the emulator to calculate INS-like 
corrections to the motion should give results similar to those of the ultra-tightly 
coupled system. Although absolute e-Loran position measurements depend 
strongly on variables, such as additional secondary factors (ASF), small 
differential phase measurements should be accurate replicas of receiver motion. 
These assertions remain rather speculative at present, but the possibilities make 
them deserving of study. If the e-Loran phase measurements fail to provide 
adequate accuracy, a MEMS inertial system can be inserted into the receiver.

Coherent Detection

It has been shown that simultaneous tracking of all satellites in view effectively 
multiplies the signals by the number of channels tracked (Axelrad, 2011). 
Observation has, also, shown that on average 10 GPS satellites are in view at all 
times. Tracking an average of 4 channels per satellite will give an effective 
signal increase of 16 dB. Allowing 30 dB for ultra-tight-coupling, further 
protection of, approximately, 60 dB will render the GLI system, effectively, 
unjammable. As a conservative estimate, a further protection of 70 dB will be 
supplied. The additional protection can be obtained at the expense of increasing 
the correlation time by one second, assuming that the ranging code is chipping 
at a rate of 10 MHz, as is the case for the P, and L5 codes.

Thus, the total jamming protection is 116 dB, more than adequate to characterize 
the GLI system as unjammable.

Spoofing

Spoofing requires that a GPS receiver lock to one, or more, false satellite signals 
that cause the vehicle being controlled by the receiver to divert from its intended 
course. Usually, the false signal delivers a false ephemeris to produce the 
diversion. The integrated system protects against spoofing in two ways. First, 
the ephemeris information will be received from the e-Loran message, not the 
satellite. When the message is used to construct a valid ranging code, it is 
unlikely that the code will agree with that transmitted by the false satellite. 
Second, the e-Loran signal is extremely difficult, even impossible, to replace 
with a false signal. Further, the GPS course and the e-Loran course must agree 
within system errors - again, an impossible task for the spoofer.
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Therefore, it is suggested that the Y-codes be eliminated from the satellites and 
P-codes with a chipping rate of 10 MHz be provided to everyone. Thus, the 
expensive SAASM chip will no longer be needed in receivers, and overall 
jamming resistance will be improved.

System Implications

If the integrated system can achieve its goals, the implications for future GPS 
developments are severe. It would seem that the route to pursue for future 
satellite development and launch would be optimum if future satellites were of 
the IIF type with the L1 signal replaced with a 10 MHz chipping rate signal 
similar to the L5 signals. Using the P codes will accomplish this. The GPS III 
satellites will provide little, if any, improvement, even though they will require 
much effort and will be extremely expensive. if the accuracy and reliability of 
the system can be verified, one can address the question as to whether continued 
use of augmentation systems, such as WAAS and EGNOS are necessary. Those 
systems provide position accuracies only in the 1-2 meter range. They are used 
for safety-of-life tasks, such as instrument landings, and they require high GNSS 
reliability, a need which is satisfied by the GLI system.

The e-Loran system will require development and construction, but those 
projects will be inexpensive compared to, say, GPS III satellites.

Time to First Fix

A significant, if somewhat less important, feature is that the Time to First Fix 
(TTFF) will be reduced substantially for a receiver attempting a cold start. The 
receiver location will be known to within the e-Loran accuracy of 20 meters, 
and the ephemerides and clock offsets for all satellites in view will be known. 
Therefore the optimum set of satellites for the receiver to consider for first lock 
can be determined immediately, and no trials will be required.

Indoor Navigation

Another benefit of the integrated system is that, since it, effectively, increases 
signal power by a large factor, indoor navigation will be enabled. Accurate indoor 
navigation will have many important commercial and safety of life advantages.
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International Issues

e-Loran is a system used by several nations, and there may be objections to the 
substantial changes to the system that will be required to produce the integrated 
system. It should be noted, however, that the changes to the signal are only in 
the ninth pulse, and e-Loran receivers will perform in the normal way.

It may seem that the modified system will enhance GPS, alone. That objection 
is, however, is not valid. More, and more, receivers are being designed to 
accommodate more than one GNSS system. The modified e-Loran system could 
be designed in an analogous way. Thus, there could be GPS chains covering the 
United States and cooperating nations, Galileo chains for Europe, Beidou chains 
for China and associates, Glonass chains for those collaborating with Russia, 
and, perhaps, others. The loran message can contain information identifying the 
system associated with a particular chain.

How to proceed

For any system, such as this, for which complete operation has not been verified, 
it is illogical to attempt to field a complete system without further verification. 
The first step should be confirmation as a research and development project. It 
appears that e-Loran will be funded, and built. If so, the first two stations could 
be a master and a secondary station in the same chain. These stations can be 
configured as described above. At the same time an integrated receiver can be 
designed and built. After the performance has been verified, a series of jamming 
experiments should be done to demonstrate resistance to jamming, thus, ending 
the R&D project and justifying construction of the entire system. No doubt, 
some modifications of the ideas will be required.

Who can do it?

The selection of the government agency to oversee the R&D work and, if 
justified, the following system construction, is an important task. The agency 
selected must be devoted to the successful completion of the development and 
construction. It should have experience in the technical area of positioning, 
navigation, and timing. The program should be considered by the agency as one 
of its most important.
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In my opinion, the only agency in the United States that meets all the requirements 
is the United States Coast Guard (CG).

The Coast Guard was an exemplary steward of the loran system during the 
entire time of its existence. The CG has been a leader in innovation in the PNT 
area with its National Differential system, and it has a strong technical legacy in 
loran and e-Loran in the engineering department of the Coast Guard Academy. 
The department may have to be expanded, somewhat, to take in this program, 
but that is, certainly, possible.

Other agencies have some shortcomings. The Air Force will, quickly, realize that 
the system is not an F-35, and may consider it a competitor to big ticket items, 
such as GPS III, since it obviates the need for that system. The Navy is in the 
process of attempting to increase its number of ships, and it would, very likely 
consider the GLI program a distraction. The Naval Research Laboratory (NRL) 
and the Naval Observatory (USNO) have the necessary technical abilities, but 
little experience in the large system construction and operation areas. The CG may 
choose, however, to use the capabilities of these organizations to solve some of 
the problems that are sure to arise.

Conclusions

A system which integrates the GPS and e-Loran systems in a single receiver has 
been described. It appears that under benign operating conditions, the integrated 
system produces performance better than either system standing alone. Under 
conditions of strong interference, performance greatly exceeds that of GPS 
alone and is, for practical purposes, unjammable.

The technologies necessary for constructing the GLI system have all been 
demonstrated, separately, but their proper operation when integrated must be 
verified. The process for verifying integrated performance would be, first, to 
simulate the system operation, and, then, to activate one, or two e-Loran stations 
which have the proper signaling, and monitoring, capabilities, and to design, 
and build an integrated receiver that operates as described above. This can be 
done as a research and development program. E-Loran stations, with monitoring 
systems attached can, then, be added one at a time or at least, one chain at a 
time. At the end of the process, a complete North American e-Loran chain will 
exist as a GPS backup even if the integration process fails. In the event of a 
complete failure fo the GPS, the e-Loran system will continue to operate in its 
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well-understood way. In the process of development and construction a 
significant store of GPS and e-Loran technology will be collected, even in the 
event of failure, and compared to the cost of satellite launches, the cost will be 
modest. The USCG was identified as the best agent for pursuing the program.

The time to begin is now!
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